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Annotation

This article reviews the issue of protecting intellectual property rights on the Internet.
The need for copyright protection on the Web identified and justified to maintain its wealth
and the development of its state. It is said that personal rights to a work on the Internet
can be violated by assigning authorship to work, incorrectly specifying the author s name
when posting the work, making changes to it without the consent of the creator. Property
copyrights often violated by making a profit from the use of creative work by a person
who does not have the right to earn money on a job. Often the violation of personal
and property rights on the Internet is interconnected. It is emphasized that copyright
protection on the Internet still does not have legal coverage in various bills of our state.
The necessity to develop and discuss security issues on the Internet is a fairly significant
topic in our time. People began to pay serious attention to this problem recently when
the World Wide Web became commonplace for people. The number of violations of the
author s rights or another copyright holder on the Internet is growing year by year. In
conditions of fierce competition, it is faster and easier to steal someone's intellectual
property and make a name for it than to create own. The topicality of the copyright
protection problem lies in the fact that not all possibilities of copyright protection placed
in the norms of the Civil Code of the Republic of Kazakhstan implemented in practice,
especially concerning copyright protection on the Internet.

Keywords: copyright, intellectual property, internet, digital marketing, owner, piracy,
author.
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'Kazak ynmmulK Xopeo2pagusi akademusicol
(Hyp-Cynman, Kazaxcmarn)

ABTOPIBIK )KOHE CABAKTAC KYKBIKTAPIbI MHTEPHET
'KEJICIHJE KOPFAY MOCEJIEJEPI

AHHOTANUA

Maxanaoa unmepnem oicenicinoeci UHMENNIEKMYANObIK MEHUIK KYKbIbIH KOpeay
Maceneci Kapacmulpwiazan. Mnmepnemme asmopiulk KYKblKmbl KOPEAyObll KANCEmMmii-
2l Jicexe OAUIbIZbIH CAKMAY MEH 63 MEeMIeKeMIHIY 0aMybl YIMIH aca MaHbl30bl eKeHOi-
2l Hezizee anviHean dicone Haymuliauzan. Mnmepnemmeei mybinoviea diceke KYKbIKMbl
OY3y 6HIMee a8mMOPIbIK KYKbIKNbL O€pY, HCYMbICHbL AHCAPUANAY Ke3IHOE A8MOPObIH AMbl-
JHCOHIH OYPbIC KOPCEMNEY, HCACAYULIHBIY KeTICIMIHCIZ 032epmy eH2i3y HCoN0apbl apKbLibl
Jrcyseze acbipbliadsl Oeninzen. JKeke menwixmix agmopiuvlk KYKulK Kobinece wibleapma-
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dan akuia madyza KyKvlebl HCOK AOAMHBIH UbIEAPMAULBLIIK HCYMbICIMbL NAUOALAHYOAH
natioa maby apxulivl 6y3vLiaovl. Mnmeprnemmezi sceke Jcane MYAIKMIK KYKbIKMapOblH
oysbLnybl KebiHece o3apa batiianblcmol. Mnmephemmezi a@mopivlK KYKbIKnbL KOPEay i
KyHee Oellin MemieKemimiz0iy apmypii 3ay H#o0anapuliHoa 3a4obl mypoe muicmi Oen-
eelide KAMMbLIMAAHObIebl baca atimuliovl. Mumepremmeszi Kayincizoik macenenepin oa-
MbIMY JiCoHe MANKbLIAY Kadcemminiel Kazipel yakblmma ene Maybl30bl MmaKbipblin 601bin
mabvLnaovl. Byn npoonemaza adamoap «OyKinanemoiK 2a1ammopy a0am3amxa minmeH
Konorcemimoi 6onzan mycma aumapivikmail MoH oepe bacmaovl. Humeprnemmezi agmop-
Obly HeMece DACKA A8MOPIbIK KYKbIK UeLepPiHil KYKbIKMAPblH OY3) apeKemmepiHiy cambl
arcvln canan apmuin kenedi. Cebebdi, Kaman bacekerecmix Hcaz0aiblHOa 63iHi301H JHceKe
MeHwi2iHi30i ocacayoan 2epi Oipeyoiy unmeniekmyanobik MeHwiein ypaan, naioa maoy
JACLLIOAMBIPAK, AHCIHE OHAUBIPAK, O0YOd. ABMOPIbIK KYKbIKIMbL KOP2AY NPOOIEMACHIHbIH
osexminiei Kazaxcman Pecnyonuxacolnoly Azamammolx KOOEKCIHIH HOPMAIApblHOa Ka-
pacmulpolizan agmopivik KYKbIKmbl KOPayowly Oapivlk MYMKIHOIKmepI ic Jcy3inoe,
acipece uHmepHemmezi agMOpPIbIK KYKbIKMbl KOP2ayod dcemKinikmi OeHeelioe Konod-
HBLIMAMbIHObIZLIHOA HAKMbL KOpiHic madyoa.

Tyitinoi ce3dep: asmopnvlk KYKbIK, UHMELIEKMYanioblK MeHWIK, UHmepHem,
HAPbIK KOHMEHMI, KYKbIK Uelenyull, KapaKubliblK, d6mop.

JK.K. Koowcanmaesa'
'Kazaxckas HayuoHAIbHAsL aKadeMusi Xopeozpaghuu
(Hyp-Cynman, Kazaxcman)

BOITPOCHI BAIUTHI ABTOPCKUX U CMEXXHBIX ITPAB B
CETH UHTEPHET

AHHOTaNUA

B oannoii cmamve paccmampusaemces npobnema 3auumul npas Ha UHMELIeKMydib-
Hy10 cobcmeennocms 6 cemu Humepnem. Buvisignsiemcs u 060CHO8b18aemcs HeobXo0u-
Mmocmo 3awumol asmopckux npas 6 Cemu 0711 N0OOePHCAHUsL COOCMEEHHO20 0OCMAMKA
u pazsumust ceoe2o 2ocyoapcmea. 1osopumces 0 mom, 4mo JuyHvle NPAGA HA NPOU3EEoe-
Hue 6 Unmepneme mo2ym Obimb HAPYUWEHbl NyneM NPUCEOEHUs. AGIMOPCMEA HA NPOU3-
sedenue, HeBePHO20 YKA3AHUSL UMEHU A8NOopa NPU pasmeujenuu pabomol, 6HECEHUsL 8 Hee
npasok 6es coenacus cozoamens. myujecmeennvle agmopckie npasa daue 6ce2o Hapy-
Waromes nymem u3eieyeHust RpUobLIL Om UCNOIb306AHUL MEOPUECKOU PadOmbl TUYOM,
KOmopoe ne umeem npas 3apabamuléams Ha npouzeedeHuu. dacmo napyuieHue iuiHvx
u umywecmeennvix npae ¢ Uumepneme e3aumocssizano. Iloouepxusaemes,, umo 3auju-
ma agmopckux npas ¢ cemu MumepHem 00 cux nop e umeem npaso6o20 OCECUjeHUs
8 PABIUYHBIX 3AKOHONPOEKmax nauie2o cocydapcemea. Heobxooumocms 6 paspabomie
u obcyscoenuu 60npocos 3awumsl 6 cemu Mumeprem — 00CmMamouHo 3Ha4uUMAas mema
6 Hawe epems. CepbesHoe HUMAHUE HA MYy npobieMy oou cmaiu oopawams cpas-
HUMENbHO HEOABHO, KO20d «BCeMUPHAsL NAYMUHA» CMAla 00bl0EHHOCIbIO O Yeloge-
ka. Konuwecmeo napywenuii npag asmopa uiu uno2o npasoooiadameis 6 uHmepHeme
pacmem 200 om 2004, MAK KAK 6 YCIOGUSIX ONCECTNOYEHHOU KOHKYpeHyuu Ovicmpee u
npoue YKpacmv 4yscyio UHMEIEKNYaibHylo COOCMEEHHOCMb U COelamb cebe uMsi, He-
Jrcenu co30asamo c6010. AKmyaibHoCns npooieMbl 3auumsl A8MOPCKUX NPA8 COCTMOUM
6 MOM, YMO He 8Ce BOIMONCHOCTNU 3AUUMbL ABIMOPCKUX NPAs, 3a10dicernble 6 Hopmax 'K
PK, peanuszyiomes na npaxmuke, 0COOCHHO MO KACAEMCs 3aumvl A8MOPCKUX NPaAs 8
HUnmepneme.

Knwouesvie cnosa: asmopckoe npaso, unmenieKmyaibHas coOCMEeHHOCHb, UHMED-
Hem, KOHMeHM-PbIHOK, NPpagoodiadameis, NUPAmcmeo, demop.

Introduction. Currently, the Global Network plays an important
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role in the life of every society. Every year the World Wide Web is gaining
more and more popularity, and perhaps this is since the Internet provides
ample opportunities for receiving, sharing and disseminating all kinds of
information, which, by the way, is very easy to use. Unfortunately, people
very easily enjoy the freedom that is granted to them on the Internet, and
this factor further affects the widespread violation of copyright in this area.
It is due to the talent of others that the creators of various sites and forums
are accustomed to enrich themselves.

Methods. The methodological basis of the work was the method
of cognition, general scientific and private scientific methods of study. In
addition, the works of domestic and foreign jurists were used.

Literature review. Many scholars have dealt with issues related to
copyright protection on the Internet, such as F.F. Gaysin, O.A. Kovaleva,
E.D. Perun, T.E. Kaudyrov, V.O. Kalyatin, D. Bratus, S.M. Baymoldina
and others. However, these experts considered these issues within the
framework of civil law, the exclusive right to the results of intellectual
activity, but not within the scope of information legal relations. The issue
of legislative consolidation of citizens’ rights to copyright protection on
the Internet, including the general legal regime for using the information
on the World Wide Web, has not been fully studied. And in this article, the
author paid attention to the study of this particular issue. The most famous
international legal acts related to copyright are the Berne Convention for
the Protection of Literary and Artistic Works (September 9, 1886) and the
Universal Copyright Convention. However, these legislative acts do not
pay attention to the issue of copyright protection on the Internet. Perhaps
this fact affects the fact that in the vastness of the Internet environment you
can find anything, including scientific papers, audio, and video recordings.
Impunity, the absence of visible barriers and restrictions on the use of
information is what drives people.

Results. Copyright protection in scientific literature is defined as
a set of measures aimed at restoring or recognizing copyright and allied
rights and protecting the interests of their owners in case of infringement
or challenge.

The Civil Code of the Republic of Kazakhstan legislation contains
sufficient regulation of types, forms, means and methods of copyright
protection and allied rights. Norms on copyright protection are placed
in Chapter 9 of the Civil Code of the Republic of Kazakhstan, which is
common for any intellectual property relations. Directly in Chapter 50
“Copyright” of the Civil Code of the Republic of Kazakhstan set out
clarifying rules in articles 1290, 971-984 of the Civil Code; in addition,
in relation to the protection of allied rights in articles 985-990 of the Civil
Code.

Thomas Edison is known to us as the inventor of the incandescent
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lamp. And although the first developments in this direction were already
ten years before its opening around the world, it is considered the father of
modern power grids. The fact that the great American was a supporter of
the use of direct current despite the fact that the whole world was confident
in the prospects of alternating does not bother the public.

But the palm of victory is given to Edison forever, and no one is
going to challenge it, because the enterprising American has developed
the entire accompanying system of electric lighting — socles, generators,
transmitters. And most importantly, he has patented it [1].

In one of his speeches T. Tulegenov noted that today the problem of
intellectual property protection is becoming widespread. Thus, according
to the global report of the international trade Association Business Software
Alliance, more than 70% of software in Kazakhstan is pirated copies. In
monetary terms, these are 136 million dollars of unpaid royalties. For
comparison: in Europe, users of unlicensed copies are only 29%, and in
neighboring Russia it is 62% [2].

The Law “On copyright and allied rights” is in force in the Republic
of Kazakhstan now and for more than two decades. It fully complies with
the requirements of the Berne Convention for the protection of literary and
artistic works.

Moreover, Kazakhstan has acceded to all international conventions
in the field of copyright protection.

For copyright infringement, it is not administrative, but criminal
liability.

In this case, the offender, in addition to compensation for damage to
the right holder, which is assessed by a special Commission and fixed by
a court decision, will have to pay a significant fine (from 100 MCI) and
can be brought to correctional or community service for up to 160 hours
or arrest for up to forty days. It remains only to prove that the creation is
really yours, and the attacker used it illegally.

You should fix the fact of authorship of own work. Methods of such
fixation today are not limited. The most common way of fixing authorship
is to deposit your work in specialized organizations.

In simple terms, you need to send a copy of your product to a
company that acknowledges your authorship.

In such situations, you should try to contact the owner of the site,
with the requirement to stop actions that violate your copyright. In case of
failure to comply with the requirements, you can safely go to court for the
restoration of their copyright and related rights.

The emergence and development of the Internet contributed to a
sharp expansion of information capabilities of the individual and society.
At the moment, the Internet is the center of all kinds of information and in
the future, obviously, will be the main source of information in the world.
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The development of Internet technologies and, in particular, the
emergence of Web 2.0 has posed new challenges in the regulation of
copyright on the Internet.

Due to the development of technologies that allow users to freely
share different works, there are problems related to copyright compliance,
in particular, issues of responsibility of platforms.

Undoubtedly, from the point of view of public benefit, the more
literary and musical works, films, software and databases are published
on the Internet, the better, since technologies and services of the Internet
make it possible to quickly and with minimal economic costs to provide
the required object to a large number of users, thereby contributing to
the development of the individual and society. Often, however, when
publishing or placing certain objects on the Internet, the conditions for
copyright infringement are violated or created, and it becomes obvious
that the freedom of information exchange can go not only for the good, but
also for the harm.

No one today will argue with the statement that the Internet is a
phenomenon. The phenomenon took place, useful on the one hand and
harmful on the other. According to statistics, the number of Internet users
in Kazakhstan at the end of September 2018 reached 2.5 million, which is
2% less than a year earlier [3].

Among the users of the world information web, we can distinguish
those who use the information network to search for and obtain the
necessary paid and free information and services, and those who not only
search, read, buy, play, but also create web pages themselves, exposing
information to the network.

Such daily activities as browsing the web, storing their contents
in the computer memory, copying texts, images, sounds, familiarization
with them to an unlimited number of users, occur within the framework of
copyright protection.

Copyright protection on the Internet with the help of modern
computer technologies depends primarily on how well their capabilities
are used.

And that’s where the problem comes in. The problem of copyright
is on the Internet. Some people believe that the Network should be subject
to the usual laws; others say that copyright on the Internet is a virtual
category. That is, the spread of opinions from the rule of law on the Internet
to complete freedom of action.

The most common problem of copyright infringement on the Internet
is a literary piracy. As such, we understand the intentional attribution of
authorship of a work of science, literature or art, video or audio materials,
photos or even software owned by a third person.

It is much easier to copy someone else’s content than to create
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something original and attractive to the consumer.

Therefore, it is often possible to find the same or very similar product
on different resources, and it is quite problematic to establish who the real
Creator of this Internet product is. This forces the owners of a unique,
copyrighted product to insist on legislative protection of their rights.

To date, there are no rules governing the activities of the world
information web. Therefore, most often violated rights on the Internet are
rights to intellectual property, in particular, copyrights of individuals and
legal entities.

In some national copyright laws, there is a provision that any
copying of material without the knowledge of the copyright holder is
unacceptable. But it is obvious that the download of information from
the Internet to each personal computer cannot occur with the knowledge
of the copyright holder. This is the complexity of creating legal norms
regulating activities on the Internet, which requires a combination of
freedom of access to information and information security. If the user
intends to commercially use in my activities of author’s work (including
the use of Internet technologies), in particular, borrowed from the Internet,
in accordance with the Civil Code and Law of the Republic of Kazakhstan
“On copyright and allied rights”, the user is required to enter into with
the copyright holder (the author or a third person) author’s agreement in
writing. Failure to comply with this provision of the law is a direct and
substantial violation of copyright, which, as shown by the judicial practice
of the Republic of Kazakhstan and other countries, may entail material and
criminal liability, and the criterion-commercial or non-commercial use of
the author’s work - in determining copyright violations for the court is a
very important condition.

The problem of copyright on the Internet, its observance and
protection requires serious consideration. There is still no unambiguous and
uniform position for all countries. This is not surprising, since the Internet
as a global computer network is a relatively new means of communication,
experiencing a stage of rapid development. It is obvious that legislation
does not always and everywhere keep up with the rapid movement of new
technologies — as a result, there are many problems that are still waiting
for their final solution.

It is almost impossible to limit the Internet to the limits of the
law: initially, no one had any thoughts about regulating activities in the
independently developing network.

On the Internet today there are thousands of offenses (slander,
extremist activity, etc.).

As for copyright violations in the network they are almost no different
from violations outside the virtual life: plagiarism, illegal distribution of
information protected by copyright and others.
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The information network provides at our request the widest
abundance of information from the political to the economic type.

Most of them are freely available and can be used for various
purposes.

On the Internet, you can not only find and use information, but also
share and distribute it, for example, to express their thoughts of personal,
commercial, economic and political nature.

To accommodate research, lay-out, literature, music, paintings and
other objects of intellectual property. But the copyright holder should
notify the user in advance of their rights, using the copyright sign. The
copyright icon also fixes the name of the copyright holder and the year of
publication of the work, article, note, etc. [4, p.76].

Intellectual property infringement occurs for some reason. For
example, placing other people’s materials on the network and providing
them with open access without the permission of the right holder.

Many people think that the placement of materials is free; therefore,
there is no copyright infringement. But in fact, the author initially does
not receive the profit that he expected when selling his work through a
retail network or store. In case of illegal use of works and objects, related
rights, the possibility of obtaining legal profit decreases, in connection
with which the right holders bear serious losses. And this is because many
have already downloaded his work from the Internet [5, p.67].

As a rule, the majority of copyright owners often have difficulties in
explaining the legal position in court and collecting the necessary evidence.

People assign authorship to works posted on the Internet.

Online stores offer to buy illegal recordings of music and movies
much cheaper or free than sellers of similar legal products. It is even easier
to download a digital copy using a file-sharing network. Such networks
allow their users to share any files: music recordings, movies, software,
photos and many others.

People have a misconception that this intellectual property is “draw”,
someone wrote it all, photographed. The author exists in any case.

In recent years, “piracy” has become widespread. Electronic
documents, books, articles are copied, often changed without the consent
of the author, and sometimes they are given for their own creativity.

In this regard, it should be noted that the lack of information on the
site about the author (s) of the work does not exempt from liability for
unauthorized use of these works, as well as for plagiarism [5, p.77].

Conclusions. At the present stage, there are two types of copyright
protection. These include legal and technical protection.

From the point of view of legal protection, it is possible to allocate
procedure which consists in timely and correct registration of the rights
to work, and also systems of law enforcement agencies. International

66



SCIENTIFIC JOURNAL # 1(14)

copyright law, however, as well as the legislation of the Republic of
Kazakhstan, does not oblige authors to register the rights to their results of
creative work. However, such registration will simplify and speed up the
process of proving ownership of copyright in court. The world copyright
Convention establishes a list of legal measures necessary to confirm the
right of the author and the right holder to the work: depositing copies and
special depositories, registration of the work in organizations formed for
this purpose, notarization, production and publication of copies.

Technical methods of protection are very diverse and depend on the
state of technological progress. One of the old ways of such protection against
illegal copying is the protection against illegal copying is the notification of
the society about the ownership of copyright, which consists in applying to
each copy of the work information about the author and the right holder [6,
p-31]. Russian legislation proposes to notify of copyright in the form of:

- Latin letter “C” in the circle;

- name (name) of the owner of exclusive copyright;

- the year of the first publication of the work.

Protection is too big word to justify itself on the Internet. If we treat
the Global Network as a kind of information battlefield, then in order not
to be destroyed, it is necessary to apply appropriate measures.

The most terrible thing for the creation of a site of information
orientation is non-attendance, that is, the absence of visits to the site
(followed by a drop in the rating, which, as a rule, ends with the closure
of the site).

In conclusion, we note that the legislation on copyright protection on
the Internet will continue to develop, concretizing, and extending to new
objects. I would like to hope that over time, the majority of Kazakhstanis
will penetrate respect for the interests of authors of works, however, this
will largely depend on state policy and taking into account the views of
both the professional community and ordinary users on this issue.
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